AI Principles: Using a chatbot
Let's take a look at an AI system that my team are looking to introduce. 
In our agency, we are working on improving how our agency responds to routine public enquiries.
We’ve decided to investigate using an AI-powered chatbot to reduce the pressure on staff and make it easier for the public to find information.
I’m aware of the Public Service AI Framework and the 5 principles for responsible AI use. We need to review our planned chatbot project against these principles to see if there is anything we need to change, add, or manage more carefully. 
Read through an explanation of each of the principles below.
Inclusive and sustainable development
Public Service AI systems should contribute to inclusive growth and sustainable development through a focus on innovation, efficiency and resilience, and on reducing economic, social, gender and other inequalities and protecting natural environments. AI use should consider and address concerns about unequal access to technology.
Human-centred values 
Public Service AI use should respect the rule of law, democratic values and human rights and labour rights through the lifecycle of each AI system or product. 
Accountability
AI use within the Public Service should be subject to oversight by accountable humans with appropriate authority and capability at every stage. This should include the application of relevant regulatory and governance frameworks, reporting, auditing and/or independent reviews. Agency AI capabilities need to keep pace with technological changes, to maintain a strong understanding of AI systems and their limitations.
Transparency and explainability
The Public Service needs to commit to transparency in its use of AI. People interacting with government AI systems or receiving AI-assisted services should be aware of and understand how AI is being used. To support this, agencies should publicly disclose:     
·  when AI systems are used
· how they were developed
· how they affect outcomes – as relevant and appropriate according to the given use case.
Agencies should also enable people affected by the outcome of an AI system to understand how the outcome was determined.
Safety, security and robustness
Public Service AI systems should treat the security of customers and staff as a core business requirement, not just a technical feature (security-by-design). They should minimise risk to individual or national safety and security under normal use, misuse or adverse conditions.
The Public Service should ensure traceability of data, apply a robust risk management approach and work collaboratively with commercial and security colleagues in the procurement and assurance of AI tools.

About the AI solution
This AI tool is an AI‑powered chatbot designed to support faster, more consistent responses to routine public enquiries. Its purpose is to provide clear, general information on topics such as application timeframes, required documentation, and where to seek further help. It should reduce wait times and pressure on frontline staff.  The chatbot is intended to handle frequently asked questions only, operating as a first point of contact rather than a replacement for human advisers.
Overall, the chatbot aims to improve public access to information while aligning with public service expectations around accountability, transparency, and responsible AI use.
Note: The AI tool we are wanting to use has been approved by our agency and has been risk-assessed in line with our own AI adoption principles.

Inclusive and sustainable development
As part of inclusive and sustainable development, we decided we need to consider whether the chatbot would work equally well for people who: 
· Have limited digital confidence.
· Use languages other than English.
· Require accessibility features.
· Are experiencing stress or frustration when seeking help.
See some of the things we have considered to ensure the chatbot is inclusive and sustainable.
	So, we considered
	We have decided to

	Limited digital confidence
	· Test the chatbot with a diverse group of users before launch. 


	Use languages other than English
	· Test the translation capabilities of the chatbot to see if it can provide support in other languages and not lead to more confusion. 
· Ensure it uses plain language and supports multiple communication styles. 


	Require accessibility features
	· Conduct extensive accessibility testing
· Ensure the chatbot functions effectively with a screen reader.
· Explore providing New Zealand Sign Language support as part of the chatbot's features.


	Experience stress or frustration
	· Provide clear options to access human support if queries weren't being handled effectively.




Human-centred values 
In our analysis of human-centred values, we considered there is the possibility that users might: 
· Share emotional or personal information.
· Be misdirected by automated responses.
· Rely on the chatbot when human help is needed.

Read some of the considerations we came up with
	So, we considered
	We have decided to

	Share emotional or personal information
	· Clearly state that the chatbot is for general information only and not to provide any personal or sensitive information.
· Instruct the AI not to retain personal information.

	Be misdirected by automated responses
	· Design the chatbot so users can easily switch to a human adviser at any point.

	Rely on the chatbot when human help is needed
	· Ensure staff remain responsible for complex or high impact decisions at all times.



Accountability
Read the snippet of our team meeting. We discussed what we needed to consider when it comes to accountability, and some of our ideas around what we could do about them. 
Fiona: Today we need to look at how the chatbot would stack up against the AI framework principle on human oversight and accountability. Let’s start by being clear about the risks.
Mireana: One concern is obvious. What happens if the chatbot shares incorrect information?
Ethan: From a customer’s point of view, it would still feel like advice from the Public Service. And if it’s wrong, accountability doesn’t sit with the AI - it sits with us.
Mireana: 100%. There’s also the risk of users being misdirected. If the chatbot sends someone down the wrong path, they might miss deadlines or take action they shouldn’t. And they might not realise they should have talked to a human earlier.
Paddy: The biggest risk is when AI outputs cause confusion or harm. Especially if people assume the answer is authoritative or tailored to their situation.
Fiona: Yeah, that’s where things would move from inconvenience into real impact.
Fiona: Okay — so if those are the risks, the question is: how do we manage them? How do we make sure humans stay accountable at every stage?  
Mireana: First, I think we need to assign clear ownership for the chatbot. Specific people or roles are responsible for maintaining it, monitoring outputs, and fixing issues when they come up. So, responsibility never defaults to ‘the AI’.
Paddy: We also need to log decisions about how and when AI is used. If we adjust the chatbot’s scope or update its guidance, there’s a record of who decided that and why.
Fiona: That gives us traceability if something goes wrong.
Ethan: And at the frontline, AI outputs are treated as support - not final authority. Staff still apply judgement and take responsibility for the outcome.
Mireana: The chatbot helps - but people decide.
Fiona: Great work, team. This is exactly what the framework means by human oversight. AI can assist, but accountability always stays with staff who have the authority and capability to act. And that’s how we protect service quality and public trust.  

Transparency and explainability
Next is transparency and explainability. Read through the table below to see what we considered might be a problem, and what we have decided to do to combat these as much as possible.

	So, we considered
	We have decided to

	Whether users would realise they were interacting with an AI system and know the limits of its advice.

	· Clearly label the chatbot as an AI-powered tool.
· Provide context which details what it can and cannot help with.


	Whether users are aware of how the information they enter will be processed and used.

	· Ensure any decisions or advice that AI provides can be explained and justified.
· Ensure there is clear information on what the AI can support with.




Safety, security, and robustness 
The final principle is safety, security and robustness. Read more about our considerations, and what we planned to do to minimise these potential issues as much as possible.
	So, we considered
	We have decided to

	The risk of the chatbot giving outdated advice when policies change or whether the tool could generate speculative or incorrect responses.

	· Update the chatbot regularly when policies change.
· Apply guardrails to prevent it from guessing or providing unverified information.


	The security of any information processed.

	· Use only an agency-approved AI tool operating within secure systems.
· Conduct vigorous user testing around security of information.
· Conduct regular security audits.




Key takeaways
1. Applying the five AI principles early helped us to identify potential issues before they became real problems, adjust the design to better support users, and clarify responsibilities across the team.
2. Rather than slowing us down, the principles helped us deploy AI more confidently and responsibly.
3. Using AI in the public service isn’t about what the technology can do - but how we choose to use it. 

